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Introduction 

 

The National Association Medical Staff Services (NAMSS) has been working with industry partners for several 

years to implement substantive reforms to the credentialing, privileging, and licensure processes. Beginning 

with the creation of NAMSS PASS and the initiation of annual stakeholder roundtable discussions, this work 

has already resulted in multiple successes. These discussions resulted in the creation of the Ideal 

Credentialing Standards (ICS) for facility credentialing in 2014, the essential common elements for payer 

credentialing in 2015, the completion of the Verification of Graduate Medical Education Training (VGMET) form 

in 2016, and a model credentialing application and data dictionary still under development by past Roundtable 

participants.  

 

These are all important building blocks toward the original NAMSS vision of a uniform, universal credentialing 

process. Now, technological advances have made achieving credentialing process standardization and 

uniformity closer than ever. One of the principal technologies with the ability to revolutionize this process is the 

blockchain. 

 

History 

 

The issue of blockchain technology was brought to the attention of NAMSS by the Federation of State Medical 

Boards (FSMB) in a meeting earlier this year, and this was a very timely introduction to the topic. Discussions 

around the application of this new technology to the healthcare industry, including provider credentialing, are 

beginning to become more and more common. However, the technology largely began in the financial sector. 

 

Bitcoin, the now-ubiquitous digital financial currency, was the first major implementation of blockchain 

technology in 2008. Many industries, ranging from education to the law to computer/software engineering, 

have begun to see its potential for their respective purposes. Most recently, IBM and other organizations 

highlighted the potential of blockchain technology for the healthcare industry at the 2017 annual meeting of the 

Healthcare Information and Management Systems Society (HIMSS).  

 

Blockchain Basics 

 

Blockchain is a decentralized peer-to-peer system through which digital transactions are created, shared, 

verified, and stored. This technology consists of three main components: a distributed network, a shared 

ledger, and digital transactions. 

 

So, what are these? 

 

A distributed network is essentially the decentralized architecture for the blockchain. It is a web of 

individual network members who both generate data and verify data generated by others. However, 

rather than sharing data into a centralized repository, each member in the network stores an identical 

copy of the entire blockchain and contributes to the collective process of validating and certifying digital 

transactions for the network. 
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In the case of credentialing, the individual members in the distributed network would include training 

programs, licensing boards, certification boards, Medical Services Professionals (MSPs) at hospitals 

and managed care organizations, etc. Essentially, anyone involved in the generation or verification of 

provider data necessary for credentialing would play a role in this distributed network. 

 

A shared ledger is the mechanism by which information is shared and verified by members in the 

distributed network. Data is generated by a member and is recorded in the shared ledger. If a majority 

of the other members in the network agree that the transaction is valid, the new transaction is added to 

the shared ledger. Changes to the shared ledger are reflected in all copies of the blockchain in minutes 

or, in some cases, seconds. After a transaction is added it is immutable and cannot be changed or 

removed. Since all members in the network have a complete copy of the blockchain no single member 

has the power to tamper or alter data. 

 

For credentialing purposes, the shared ledger could be a provider’s credentialing profile which would 

contain all of the information currently necessary for verification. As the provider completes each phase 

of his/her career – training, licensure, board certification, a change in employment, etc. – the shared 

ledger would be updated by the individual or organization responsible for that information and then 

pushed instantaneously to every other member in the distributed network. 

 

A digital transaction in a blockchain is the actual act of generating or verifying data. Any type of 

information or digital asset can be stored in a blockchain, and the network implementing the blockchain 

defines the type of information contained in the transaction. Information is encrypted and digitally 

signed to guarantee authenticity and accuracy. Transactions are structured into blocks, encrypted, and 

linked to the prior block in the blockchain. Blocks are added in a linear, chronological order. 

 

In the example of credentialing, each new credentialing data element that is generated by any member 

and is then verified by other members would be the digital transactions. For instance, when a provider 

completed their residency training program, the program director would document that in the 

blockchain. This information would then be verified by others in the network, at which point the 

information would become a verified block in the chain. 

 

Blockchain Credentialing 

 

With these basics in mind, let’s now look at an example that will help illustrate the process of blockchain 

healthcare credentialing: 

 

You are an MSP at HOSPITAL X and PROVIDER A has applied for credentials at your facility. Under the 

current system, PROVIDER A would need to fill out an application with every piece of information you will need 

to grant credentials, including education, training, licensure, certification, affiliation history, malpractice history, 

and so on. Then, you will primary source verify each piece of information with the organization or body that 

owns that information. Or, it would look something like this… 
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Under a blockchain credentialing system, this onerous and time-consuming process would no longer be 

necessary. When PROVIDER A graduated from medical school, the program director would document this 

information in the blockchain and every member in the network would be able to then access this updated 

information. Each new step along PROVIDER A’s career path would similarly be documented. Or, it would look 

something like this… 

 
 

Therefore, when PROVIDER A requests to be credentialed at your facility – HOSPITAL X – you will be able to 

view a verified chain of data that is completely up-to-date and accurate. If you decide to grant PROVIDER A 

credentials at HOSPITAL X, you would then enter that information and it would be verified by every other 

member in the network. Once that transaction is complete, PROVIDER A’s affiliation with HOSPITAL X is now 

a permanent part of his/her blockchain record. 

 

So, rather than a static centralized repository… 
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We are left with a system that allows for an interconnected, verified, and fluid data exchange between all 

members of the network… 

 

 
 

Opportunities, Challenges & Next Steps 

 

As with every new technology, there are both opportunities and challenges associated with blockchain 

technology. It has the potential to standardize, streamline, and simplify the credentialing process and eliminate 

duplicative work in the verification of primary source information. Such a system could reduce onboarding time 

for providers, reduce costs associated with credentialing to both providers and healthcare organizations, and 

ensure the sharing of verified provider information. 

 

Conversely, blockchain technology has the potential to be disruptive to current processes and could impact the 

role of the MSP. With the advent of this new system, NAMSS and its MSP members will need to be vigilant in 

identifying potential issues, as well as proactively work to redefine the role of the MSP in this new system. This 
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is one of the principal reasons why NAMSS will be highlighting the potential of blockchain technology for 

healthcare provider credentialing purposes at this year’s stakeholder roundtable, titled “Building Blocks for the 

Future.”  

 

The goal of this roundtable will be to discuss with all of the industry leaders around the table how blockchain 

could transform credentialing, what steps need to be taken to ensure that any new system that arises still 

meets industry standards and protects patient safety, and how we can continue to work collaboratively to 

achieve meaningful progress toward a better, simpler, and standardized credentialing system. 

 

While the creation and implementation of a new blockchain credentialing system and process will not happen 

overnight, changes could begin to happen very soon based on the level of interest throughout the healthcare 

industry in blockchain’s many potential applications. Full implementation could take several years, but NAMSS 

and MSPs need to be at the forefront of any changes now to ensure that our voice is heard. 


